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2. What is Model Merging?

e Model merging: framework to combine multiple fine-tuned models into single model.

1. What are Adversarial Examples?

e Adversarial examples are a subclass of adversarial attacks called evasion attacks.

e |n 2022, a single case of unemployment fraud involving evasion attacks resulted in losses
exceeding $2.5 million.

e Alternative to multi-task learning: no training data required to create multi-task models.

e Over 30,000 merged models available on Hugging Face.

e Cheap to produce - gradient descent/ascent on confidence/loss w.r.t. image works. e Pretrained model P fine tuned to get different models, ¥, F. etc.

ath’ = code’

e Adversarial examples tend to transfer to other models performing similar tasks. o F o etc. are merged into a single model F

. . _ math’ = code’ Iti.”
e Model merging may mitigate transferability of adversarial examples. e Many methods: Weight Averaging, Task Arithmetic, AdaMerging, etc.
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3. (Transferable) Adversarial Examples in Model Merging 4. Results

e Higher transferability expected when: Fig 1. AASR between merged models and corresponding white box surrogates.
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o Target model shares architecture with surrogate model. g8 07—+ o N . s
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o Surrogate model’'s decision boundary is similar to target model (high test accuracy). £ =201 ¢ e °
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e Attack strategy of adversary to attack an MLaaS employing a merged model: £ —40 - "
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o Fine-tune pretrained model P with custom dataset and upload online. gy <00
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o Bait benign users to use adversary’s fine-tuned model OR 3 e LECEM == e
o Obtain a surrogate model to generate adversarial examples: |
Fig 2. AASR between Ms and Mw. Fig 3. Transferability when PTM is surrogate vs FT.
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[Fcode] [F ] [ % ] . ; e Result 1: ASR on merged (target) models < ASR on surrogate models in most cases.
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e Result 2: ASR decreases/remains in more than half (15/24) of the cases when a stronger
Open Source Models merging method is used.

% 7. Evasion query
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' Do % 8. Malicious output Y e hov to make s bomb. e Future work involves theoretically and statistically validating the results.

6. Generate adversarial examples ‘ =

< Hi, let's code!

e Result 3: Pretrained model lowers transferability relative to fine-tuned counterpart.

e Shows model merging could provide “free lunch” of adversarial robustness.
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